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Donald Trump is known as a master of unpre-
dictability. But the direction of his second 
administration is now clear. It threatens the 
future of the European Union and the Euro-
peans. There is no time for moral judgements. 
Europeans can argue about the fallacy of 
Trump’s economic reasoning, speculate 
about domestic legal procedures, checks 
and balances or a market reaction that might 
slow him down. The priority is to ensure that 
a strong unity among the 27 Member States 
allows for a strong pushback1. This unpre-
cedented deterrence strategy requires a 
willingness to use all available instruments 
and to be innovative.

Trump was expected to make extensive use 
of tariffs to reduce the record US trade deficit 
of nearly a trillion dollars. But early announ-
cements from the White House suggest 
much more than a rebalancing of trade flows. 
Trump II is very different from Trump I. The 
sequencing, targets, scope and level of tariffs 
announced since 1 February are leaving the 

1	 Leichthammer, A., Fabry, E. (2024), ‘The EU’s Art of the Deal: Shaping a unified response to Trump’s tariff 
threats’, Policy Brief, Jacques Delors Center & Jacques Delors Institute, 19 December.

rest of the world in stunning shock. Tariffs 
threats bundled with non-economic objec-
tives (illegal migration and fentanyl flows 
from Mexico and Canada as well as EU 
regulations), takeover over strategic assets 
(Greenland and Ukraine’s CRMs resources), 
or closing the gap with third country’ tariffs 
illustrate a clear departure from any kind of 
legal constraint: trade agreements (USMCA 
and other FTAs), International law (inviolabi-
lity of borders) and multilateral rules (WTO 
MFN principle). 

Trump is dealing a massive blow to world 
trade in a bid to rebalance the global eco-
nomy in favour of American interests. This is 
based less on economic considerations than 
on geopolitical ones. Ensuring US technolo-
gical leadership is Trump’s dominant national 
security concern, and China’s increasing 
technological innovation is standing in the 
way. The rest of the world is a playground for 
a predatory strategy that uses tariffs bundled 
with non-tariff issues to acquire strategic 
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assets and align third countries with US inte-
rests. The America First Investment Policy, 
unveiled on 21 February also proposes res-
trictions on foreign direct investment that 
would force a choice between the US market 
and the Chinese market, or the market of 
“other foreign adversaries or threat actors”.

The range of possibilities that could be consi-
dered in assessing potential tariffs is broad 
enough to prepare for a worst-case scenario 
involving the imposition of massive tariffs. 

In terms of threats to the EU, US tariffs on 
steel and aluminium imports will be reins-
tated and expanded on 12 March 2025. 
These measures will impose a 25% tariff on 
all steel and aluminium imports eliminating 
previous country-specific exemptions and 
quota arrangements. The tariffs also extend 
to certain downstream products made from 
these metals. While the US is the second 
biggest export market for EU steel produ-
cers, accounting for 16% of the total EU 
steel exports in 2024, the EU could lose up 
to 3.7 million tonnes of steel exports to the 
US if all product exemptions and TRQs are 
removed. EU aluminium exports to the US 
represent less than 1% of total EU exports 
but the impact of increased tariffs would be 
relatively higher than for the steel sector as 
the TRQs are currently based on a 10% tariff. 
As of 2 April, the EU could also be exposed 
to a potential 25% tariff on its exports from 
the automotive, pharmaceutical and semi-
conductors industry, while in 2023 the US 
market represented respectively 23% of 
EU’s motor cars exports and 33 % of its phar-
maceutical exports.

On 13 February, a presidential memorandum 
entitled “Fair and Reciprocal Plan” announced 
a tariff offensive based on an unclear prin-
ciple of reciprocity. On 1 April, US agencies 
will present recommendations for punitive 
tariffs to compensate for trade barriers faced 
by US exports abroad. The range of «non-re-
ciprocal practices» covered is vast, going far 
beyond the non-tariff barriers (NTBs) usually 
considered in trade policy. For Europeans, 
they include in particular VAT, digital taxes 
adopted by seven Member States, recent 
digital, green and due diligence regulations, 
and monetary policy. The deadline is even 
anticipated with the threat announced on 26 
February of a blanket 25% tariff on all Euro-
pean imports, with no yet clear timeline for 

implementation and potential negotiation. 
The tariff is discretionary as estimating cost 
of these NTBs remains hazardous.

After Trump’s first phone call with Putin on 
12 February and JD Vance’s speech at the 
Munich Security Conference on 14 February, 
the wake-up call for Europeans is even more 
brutal. Security and democracy in Europe 
are at stake. The withdrawal of the US secu-
rity guarantee to Ukraine jeopardises the 
US security guarantee to the EU. Moreover, 
supporting the flourishing of the far right 
in the EU is the shortest route to the frag-
mentation of the EU and the dismantling of 
European regulations that stand in the way 
of US business interests. If Europeans do not 
defend their own security and unite to res-
pond decisively to Trump’s tariff offensive, 
the future of Europe is at stake.

Europe’s response must be fourfold, with a 
simultaneous commitment to all four objec-
tives: preparing a trade defence strategy, 
coordinating with third countries and stren-
gthening the EU’s competitiveness, while 
pursuing an alternative path of transatlantic 
cooperation. Our focus here is to map in detail 
the tools available for an EU trade defence 
strategy (see below the chart on justifica-
tion, procedure, permissible measures and 
likelyhood) to assess the EU’s deterrence or 
retaliation capacity. 

I    Overview of tools at EU disposal 

Trump I has already pushed the European 
Union to rethink its defensive arsenal in 
response to tariff threats, discriminatory 
practices, and the use of extraterritorial 
measures for coercive purposes. During its 
last mandate, the European Commission 
equipped Europeans with instruments aimed 
at ensuring fair competition conditions in its 
market – including the regulation on foreign 
subsidies, the instrument on international 
public procurement, and an anti-coercion 
instrument.

These tools, initially designed to counter Chi-
na’s unfair practices, are now proving useful 
in facing Donald Trump’s offensive. But while 
the European arsenal has expanded, which 
instruments could be used and what strategy 
should be pursued to ensure a rapid response 
that maximises Europe’s deterrent effect 

https://www.whitehouse.gov/presidential-actions/2025/02/america-first-investment-policy/
https://www.eurofer.eu/press-releases/statement-on-u-s-steel-tariffs-by-eurofer-president-dr-henrik-adam?utm_source=chatgpt.com
https://www.eurofer.eu/press-releases/statement-on-u-s-steel-tariffs-by-eurofer-president-dr-henrik-adam?utm_source=chatgpt.com
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=International_trade_in_goods_by_type_of_good#:~:text=Just%20below%20one%2Dthird%20(33.2,of%20medicinal%20and%20pharmaceutical%20products.
https://www.whitehouse.gov/articles/2025/02/reciprocal-trade-and-tariffs/
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against the imposition of massive tariffs on 
its exports to the US market?

As in 2018, a proportionate response to 
increased tariffs on steel and aluminum 
imports would confirm the EU’s intent to 
avoid an escalation of aggressive measures. 
This approach could be replicated to counter 
additional sectoral offensives. However, it 
may not be sufficient to counter the transfor-
mative ambition of Trump’s tariffs, which aim 
to extract major concessions on European 
collective preferences—democratic choices—
as well as from the rest of the world.

The threats to the EU mentioned above, such 
as Section 232 tariffs on steel and alumi-
nium or reciprocal tariffs, invite a closer look 
at what tools the EU has at its disposal to 
react. Starting with the Enforcement Regu-
lation (Regulation (EU) No 654/2014), this 
looks like the quickest and most muscular 
option to tackle tariffs like the section 232 
ones (implemented for national security 
concerns). It allows for a broad scope of 
countermeasures. The review of the Regula-
tion in 2021 now allows the EU to introduce 
restrictions to trade in services (in which the 
US has a trade surplus with respect to the 
EU), public procurement and intellectual pro-
perty. However, the Enforcement Regulation 
can be used in a narrow number of cases (e.g., 
adjustment to unfair safeguard measures in 
third countries or disputes at WTO or under 
agreements), which limits its use, as the EU 
would need to either manage to interpret 
the third country’s measures as unjustified 
safeguard or wait for the case at WTO to be 
appealed into the void (since the functioning 
of the Appellate Body has been blocked by 
the US since 2019). This regulation is very 
likely to be triggered again to respond to 
the new US tariffs on steel and aluminium 
expected on 12 March 2025. In this case, the 
European Commission could either wait for 
its own current deadline on the suspension 
of its rebalancing measures on 31 March (in 
which case the countermeasures would be 
reinstated automatically if the suspension is 
not extended) or potentially anticipate the 
imposition of tariffs to match the US deadline 
of 12 March. Given that the scope of the new 
Section 232 tariffs is wider than before, the 
EU could also consider introducing a supple-
mentary list of tariffs to match the US ones. 
The process (implementing act via the comi-
tology procedure) is agile enough to allow 

the EU to respond in a short period of time, 
as it was already the case for the EU retalia-
tory measures against the US tariffs on steel 
and aluminium in 2018.

The Anti-Coercion Instrument (Regulation 
(EU) 2023/2675), introduced in 2023, is 
an additional tool that is very likely to be 
activated if Donald Trump implements discri-
minatory measures (like Section 301 tariffs 
addressing unfair trade practices, reciprocal 
tariffs, reduced access to public procurement, 
FDI conditionality, etc.) to tackle EU regula-
tion, subsidies and VAT, or export controls 
pushing the EU to adopt a certain position or 
policy against e.g. China. The Anti-Coercion 
Instrument is designed as a deterrent, but 
in the face of obvious economic coercion 
measures (potentially allowing to shorten 
the determination phase), it could prove to 
be an effective retaliation tool. The list of 
permissible measures to counter economic 
coercion is even more extensive than for the 
Enforcement Regulation, as it includes as 
well restrictions on services but also Foreign 
Direct Investment (full list in Annex I). Reta-
liation can be introduced relatively quickly 
(potentially 2-3 months) than via other 
instruments (see below). Nevertheless, in 
the ACI procedure, following a formal pro-
posal from the Commission, Member States 
determine the existence or not of economic 
coercion through an implementing act voted 
on by a qualified majority, which can have 
an effect on the length of the overall proce-
dure. The unity of the 27 would be put to 
the test if countries that prioritise security 
dependence on the US or a better personal 
relationship with Trump were to oppose the 
use of the ACI, seeing it as increasing the risk 
of escalation rather than deterrence. Beyond 
the legal requirement of a qualified majority, 
the ability of the 27 to demonstrate strong 
unity would be crucial in strengthening the 
credibility of a strong response that maxi-
mises the deterrent effect.

Rallying the Member States on the use of 
ACI against the US would also be eased if it 
is used similarly against China in the case 
of coercive measures aiming at influencing 
decision-making in the EU (e.g. implemen-
ting exports restrictions on strategic goods 
like processed CRMs).

https://eur-lex.europa.eu/eli/reg/2014/654/oj/eng
https://eur-lex.europa.eu/eli/reg/2014/654/oj/eng
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202302675
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L_202302675
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The FDI Screening Mechanism (Regulation 
(EU) 2019/452), the Foreign Subsidy Regu-
lation (Regulation (EU) 2022/2560), and 
the International Procurement Instrument 
(Regulation (EU) 2022/1031) are also new 
additions to the game. They have a more 
limited application than the previous tools 
analysed, given the longer procedures they 
entail. However, the FSR could be used 
against the US because of the broad range of 
foreign financial contributions falling under 
its scope. The US is also a top source of FDI 
into the EU (also in critical sectors like semi-
conductors), and the use of the FDI screening 
mechanism (especially if the ongoing review 
extends it to greenfield investment) can be 
a route for the EU to tighten scrutiny on 
US investment into the Union, potentially 
creating obstacles to takeovers by US FDI. 
However, it is unlikely that Europeans will 
use this tool for retaliatory purposes against 
the US in order not to scare off US inves-
tors. It also needs to be underlined that the 
ultimate decision in this case is in the hands 
of Member States, which will probably not 
be willing to antagonise Trump directly. 
Lastly, the use of the IPI applies only to 
third countries that are not part of the WTO 
Government Procurement agreement (GPA) 
or do not have trade agreements with the EU 
covering public procurement or concessions, 
or only to limited procurement procedures. 
While the US Federal state and 37 states 
have committed to adhering to the GPA’s 
provisions, 13 US states have not and could 
be targeted through the IPI. The US could 
become even more of a target for the IPI if 
the Trump administration decides to wit-
hdraw from the GPA, as already considered 
during his first Presidency and again implicit 
in the Memorandum on America First Trade 
Policy (20 January 2025). 

A set of countermeasures that could be 
swiftly reinstated with an agile procedure 
are the EU rebalancing measures responding 
to the US Section 232 tariffs on steel and 
aluminium (very likely), as well as the reta-
liatory tariffs adopted by the Union under 
the Airbus vs Boeing dispute. In both cases, 
the countermeasures would be reintroduced 
automatically once the deadline imposed by 
the EU expires (31 March for the measures 
on steel and aluminium and 2026 for the air-
craft case), or they could be re-established 
before those dates through a simple comito-
logy procedure. 

In addition, it cannot be completely excluded 
that the EU may resort to more tradi-
tional trade defense tools like safeguards, 
anti-dumping and anti-subsidies measures, 
even if their scope is more limited than for 
other instruments. In particular, safeguards 
have a temporary nature according to WTO 
law, which allows their extension for 8 years 
maximum. For instance, the safeguards on 
steel introduced by the EU in 2018 as a res-
ponse to Trump’s tariffs are set to expire in 
2026 and cannot be renewed, leaving the 
EU unable to utilise this tool again against 
the new Section 232 tariffs. Nevertheless, 
the European Commission is signaling in its 
Clean Industrial Deal its willingness to com-
plete and reform the TDI toolbox to equip the 
EU with more firepower. 

In any situation, the EU would be incentivised 
to take the WTO route and initiate a case, 
especially for cases of tariffs that are more 
complex to be solved through a negotiated 
solution, as in the case of tariffs imposed 
to raise revenue. It would be appealed into 
the void by the US, which is not part of the 
temporary Multi-Party Interim Appeal Arbi-
tration Arrangement (MPIA) and it would 
then allow the EU to use its Enforcement 
Regulation. As a complaint at WTO requires a 
long time to be concluded, quickly initiating 
a case would be a priority for the Europeans.

Other potential tools that the EU has at its 
disposal as a last resort, even if highly unli-
kely, are sanctions (which nevertheless may 
be perceived as a nuclear option against 
an ally like the US), and the Blocking Sta-
tute. It would not be the first time that this 
latter instrument, aimed at shielding EU 
businesses and individuals from the extrater-
ritorial application of foreign laws, has been 
used against the US in the case of American 
sanctions on Cuba, Iran, and Libya.

Lastly, the EU could creatively seek to create 
obstacles to US companies trying to access 
the European market.  Uncertainty about the 
EU-US Data Transfer System, designed to 
regulate the transfer of personal data from 
the European Union to the United States, 
could lead to tightening cross-border data 
flow (e.g., through tougher data localisation 
requirements). Access to public procurement 
(e.g., through EU preferences as considered 
in the Clean Industrial Deal through the 
use of sustainability criteria) and access to 

https://eur-lex.europa.eu/eli/reg/2019/452/oj/eng
https://eur-lex.europa.eu/eli/reg/2022/2560/oj
https://eur-lex.europa.eu/eli/reg/2022/2560/oj
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32022R1031
https://www.whitehouse.gov/presidential-actions/2025/01/america-first-trade-policy/
https://www.whitehouse.gov/presidential-actions/2025/01/america-first-trade-policy/
https://commission.europa.eu/document/download/9db1c5c8-9e82-467b-ab6a-905feeb4b6b0_en
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the EU financial or digital services markets 
could also be restricted as a way to retaliate 
against the US. Finally the Union could exer-
cise more rigorous scrutiny on US companies 
through regulation under its competition 
policy, digital policy (e.g., Digital Services 
Act and Digital Markets Act; digital services 
taxes) and overall product safety policy.

II    A false sense of preparedness? 

There is an overall conviction that the Euro-
pean Union today is not the same as the EU 
during the first Trump Presidency and that 
the Union is more ready to react in case of US 
tariffs than before. The toolbox developed 
over the past 4 to 5 years gives Europeans 
greater confidence in their ability to deter 
the United States or other countries from 
attacking the EU with tariffs and economic 
coercion measures or to retaliate convin-
cingly. In particular, the ACI, described as a 
defensive bazooka, leads some leaders to 
believe that the EU could respond to tariffs 
imposed by Donald Trump “within an hour”.

Nevertheless, this analysis of the European 
toolbox (see table below) allows us to assess 
the limits of the EU action in the short term: 
the number and impact of the measures that 
create actual deterrence and can be taken in 
a speedy way are reduced. Long procedures, 
complex justification and the widespread 
involvement of Member States reveal a diffe-
rent reality of the EU’s ability to deter the 
US from introducing tariffs and its readiness 
to retaliate. One could argue that longer 
procedures may actually help rally Member 
States’ support, create unity and draft pro-
portionate responses with a longer term 
strategy in mind, rather than risky retaliatory 
measures taken in the heat of the moment. 
Nevertheless, while the EU will stick to a pro-
portionate response, the possibility to use 
several instruments at once to optimise the 
impact of its response could also be a key 
factor of deterrence.

It is fair to wonder whether Europeans would 
need to further reinforce their arsenal, intro-
ducing new tools to allow a more fast-track 
procedure to retaliation against an obvious 
breach of WTO rules. Rather than a new 
TDI, could an amendment to the Enforce-
ment Regulation be enough or should the EU 
envisage new deterrence measures under a 

reviewed Blocking Statute? It is essential, 
however, that any new instrument is WTO 
compliant and mindful of unintended conse-
quences on business, trade and investment.

The deterrence effect of EU tools and its 
ability to react quickly and firmly to the US 
tariffs will depend not only on available ins-
truments and speed of procedures, but also 
and more importantly on the swift display of 
the Member States’ political will to respond. 
It is not only the future of the European 
Union at stake but also the sovereignty of 
each Member State—as demonstrated by the 
offensive on VAT. Only the unity of the 27, 
comparable to that seen during the Brexit 
negotiations, will allow for a swift response 
to Trump’s imperialism. 

The efficacy of the EU toolbox is also linked 
to the EU leverage with respect to the US, 
which relies not only on internal unity but 
also on the EU’s economic power. Hence, the 
importance of a stronger and more competi-
tive EU Single Market. 

Finally and most of all, the EU’s dependence 
on the US for its security hinders its leverage 
and negotiating ability, exposing it to black-
mailing and coercion. Trump’s withdrawal of 
the US security guarantee for Ukraine and 
the continent should change the mindset of 
the remaining sceptics and make all Euro-
peans unite.

Trump’s tariff threats require the EU to 
take a holistic approach to its response. 
The real difference will be in how the EU 
manages to combine this set of tools to build 
a comprehensive response and have a wider 
impact, assuming that Member States come 
together in a united front. This retaliation 
strategy would be all the more credible if 
immediate steps were taken to deepen the 
Single Market and put in place a European 
defence industry strategy, as well as to join 
with other WTO countries to build a unified 
response to Trump’s effort to destroy the 
MFN principle and diversify away from the 
US. Finally, it is crucial that the EU continues 
to explore areas of dialogue and cooperation 
with the US (for example on energy, defence 
and economic security) to find a negotiated 
solution on tariffs.   

https://www.politico.eu/article/eu-strategy-donald-trump-tariffs-trade/
https://odi.org/en/insights/responding-to-trumps-tariffs-the-eu-needs-a-new-trade-weapon-to-protect-its-economic-security/
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 m
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t p
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 m
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 c
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 p
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 b
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 p

ro
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at
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at
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at
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 d
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 m
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 re
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https://www.wto.org/english/tratop_e/dispu_e/dsu_e.htm
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R1036
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at
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 p
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l m
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 c
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 m
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 m
ax

im
um

 o
f 

8 
ye

ar
s.

Th
es

e 
m

ea
su

re
s 

ap
pl

y 
eq

ua
lly

 
to

 a
ll 

co
un

tr
ie

s.

Li
ke

ly
 

Th
e 

EU
 is

 c
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 re
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 b

e 
ap

pl
ic

ab
le

 a
s 

of
 1 

Ap
ril

. 
Th

e 
cu

rr
en

t s
af

eg
ua

rd
s 

on
 s

te
el

 a
re

 in
 p

la
ce

 
un

til
 2

02
6,

 b
ut

 it
 c

an
no

t 
ex

te
nd

 th
em

 o
nc

e 
ag

ai
n 

be
ca

us
e 

of
 W

TO
 ru

le
s.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R1037
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32016R1037
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32015R0478
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 C
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https://finance.ec.europa.eu/eu-and-world/sanctions-restrictive-measures/overview-sanctions-and-related-resources_en
https://eur-lex.europa.eu/eli/reg/1996/2271/oj/eng
https://eur-lex.europa.eu/eli/reg/1996/2271/oj/eng
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