A Rampart

of Drones to
Defend Europe

A Plan for the New European
Commission and High Representative

Summary

Drones are currently at the heart of many

key challenges to European security. A

European Union (EU) drone production and

procurement plan launched by the European

Commission and High Representative could

have several simultaneous objectives:

» strengthening Ukraine’s capabilities in an
increasingly crucial category of military
equipment,

e stimulating the adaptation of the Euro-
pean Defence Technological and Industrial
Base (EDTIB) to a major military revolu-
tion, and

» preparing NATO’s European pillar to face
up to the challenge of massification and
the risk of a US pivot towards Asia.

This threefold reinforcement of Ukraine, the

EDTIB and NATO’s European pillar would

constitute what might be called Europe’s

‘rampart of drones’.

Introduction

Europeans states are currently pursuing two
main strategic objectives: helping Ukraine
counter Russian aggression and stren-
gthening Europe’s Eastern flank to deter or
prepare for a possible future Russian attack.
However, this context is marked not only by
Russia’s quantitative lead in the production
of critical expendable equipment, such as
ammunition,' but also by the risk of declining
US support as well as financial constraints at
both the EU and national levels.

To help square this circle, the European
Commission and High Representative should
launch an ambitious joint drone production
and procurement plan. The aims would be
the following:

Katie Bo Lillis, Natasha Bertrand, Oren Liebermann and Haley Britzky,

1+ Jacques Delors Institute < Policy Brief

, CNN, 11 March 2024.

OCTOBER 2024

#drones
#EuropeanSecurity

Pierre Haroche,
Associate Professor
of European and
International
Politics at the
Université
Catholique de Lille
(France).


https://edition.cnn.com/2024/03/10/politics/russia-artillery-shell-production-us-europe-ukraine/index.html#:~:text=Follow%20CNN%20Politics-,Exclusive%3A%20Russia%20producing%20three%20times%20more%20artillery%20shells,US%20and%20Europe%20for%20Ukraine&text=Russia%20appears%20on%20track%20to,in%20Ukraine%20later%20this%20year.
https://edition.cnn.com/2024/03/10/politics/russia-artillery-shell-production-us-europe-ukraine/index.html#:~:text=Follow%20CNN%20Politics-,Exclusive%3A%20Russia%20producing%20three%20times%20more%20artillery%20shells,US%20and%20Europe%20for%20Ukraine&text=Russia%20appears%20on%20track%20to,in%20Ukraine%20later%20this%20year.
https://edition.cnn.com/2024/03/10/politics/russia-artillery-shell-production-us-europe-ukraine/index.html#:~:text=Follow%20CNN%20Politics-,Exclusive%3A%20Russia%20producing%20three%20times%20more%20artillery%20shells,US%20and%20Europe%20for%20Ukraine&text=Russia%20appears%20on%20track%20to,in%20Ukraine%20later%20this%20year.

» strengthen Ukraine’s military capabilities
against Russia by bolstering the inno-
vation and production capacities of its
domestic drone industry as well as pro-
moting closer cooperation with the EU
defence industry,

» stimulate the innovation efforts and
competitiveness of the EDTIB by linking it
to the Ukrainian ‘laboratory’, thus allowing
promising prospects to be identified more
effectively and new solutions to be tested
rapidly under high-intensity combat
conditions,

* propose new cooperative and agile solu-
tions to enable European NATO member
states to rapidly strengthen their Eas-
tern flank with a critical mass of weapons
capable of blocking potential Russian
aggression, even if US military capabilities
were to become less available, and

e simultaneously keep spending under
control by taking advantage not only of
the economies of scale generated by joint
procurement, but also of the relatively low
cost of unmanned vehicles compared to
traditional platforms.

| - The drone revolution

Military experts have long focused their
attention on the larger and more expensive
medium-altitude long-endurance (MALE)
drones employed most notably by the US
in asymmetric warfare. This has led in par-
ticular five EU member states to jointly
develop since 2018 a MALE ‘Eurodrone’ as
part of a permanent structured cooperation
(PESCO) project. Smaller, cheaper drones
have not been completely ignored, but
they were mainly treated as weapons ena-
bling non-state actors to threaten Western
armies. However, the war in Ukraine has put
the spotlight on the innovative use of small,
expendable and relatively cheap drones in

the context of high-intensity interstate war.?
This development has surprised many obser-
vers because it has led states with relatively
advanced militaries to emulate, through bot-
tom-up battlefield learning and adaptation,
practices thought to be reserved for weaker
insurgencies with limited capacity.?

Drones are currently being used by both the
Ukrainians and the Russians as intelligence
devices, i.e. to improve battlefield transpa-
rency for frontline soldiers and the accuracy
of artillery strikes, but also as munitions to
diversify the options available for precision
strikes. Whereas the essential quality of
the large drones used in anti-terrorist ope-
rations was their endurance, which enabled
them to wage war at a distance, the context
of high-intensity interstate warfare places
greater emphasis on other qualities. Two key
advantages of drones now stand out: rela-
tively low unit costs, which allow them to
meet the requirements of a protracted war of
attrition in which quantity is a crucial factor,
and relatively short production cycles, which
allow rapid innovation and agile adaptation.”
These advantages are positioning the drone
at the centre of the industrial defence pro-
duction battle between Russia and Ukraine,
both in terms of quantity and quality.

At the tactical level, one of the main lessons
of the war in Ukraine is that drones are most
effective when used in conjunction with
other weapon systems. Drones have proven
particularly useful for spotting and immobi-
lising moving targets and quiding howitzer
fire, but they cannot by themselves match
the firepower of a salvo of artillery shells.®
The drone revolution is therefore less about
replacing traditional platforms with drones
than about systematically equipping infantry
platoons, artillery batteries, battle tanks,
combat aircraft or surface vessels with drone
and anti-drone systems. In other words,
we have entered an era of drone-centric
combat.
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The widespread use of drones tends to
increase the transparency of the battle-
field at the tactical level and the precision of
indirect strikes, making any concentration
of forces easier to detect and destroy, and
thus surprise more difficult to achieve.® A
clear symptom of this trend is the withdrawal
of some traditional platforms from the front
line, be they main battle tanks, which are
deemed too vulnerable to aerial drones,’
or surface vessels, which are vulnerable to
maritime drones.® Conversely, drones have
stimulated the proliferation of lighter, less
visible vehicles, such as motorcycles.’

The classic plan of concealing a mass of
forces to attack one of the enemy’s weak
points and make a breakthrough tends to
become not only more difficult to implement
but also more dangerous. This develop-
ment seems to confirm theoretical tactical
hypotheses formulated at the beginning of
the century, according to which, in terms
of transparency, the conduct of war would
progressively become less like the game
Battleship and more like chess.'” The objec-
tive would then be less to concentrate one’s
forces against an enemy’s weak point than
to force the adversary to regroup their own
forces in a vulnerable location where they
can easily be destroyed with drones and indi-
rect strikes.

However, the Ukrainian Kursk offensive of
August 2024 demonstrated that surprise

can still be achieved, largely thanks to the
skilful use of jammers, which initially neu-
tralised Russian drones and surveillance
capabilities, and the massive deployment of
bomber drones, which offered less visible
fire support than a concentration of artillery
batteries." This seems to indicate that ‘drone
dominance’ is becoming a crucial condition
for regaining freedom of manoeuvre on the
ground.'?

Il . Strengthening Ukraine

Drones are essential not only for holding the
front line against Russian offensives but also
for offsetting Russia’s advantage in artillery
ammunition.”* As President Zelenskyy put it,
‘Repelling ground assaults is primarily the
task of drones. The large-scale destruction of
the occupiers and their equipment is also the
domain of drones’'” As such, drones are at
the heart of the Ukrainian war effort. In 2023,
it was estimated that Ukraine consumed
10,000 drones per month.”” According to
Mykhailo Fedorov, Ukrainian Minister of
Digital Transformation, the country’s drone
production grew 120 times larger in 2023.®
Almost all the drones used by Ukraine’s
armed forces are produced domestically,
mainly by the private sector, which grew from
just 7 companies in 2022 to more than 200
in 2024."” The Ukrainian government hopes
that the country will soon be able to produce
2 million drones per year.'®
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But the challenge is not just quantitative
- it is also qualitative. Since 2022, the Ukrai-
nians and Russians have been engaged in an
extremely fast-paced race of drone innova-
tion. Innovation cycles are very short, and it
is not unusual for a new Ukrainian techno-
logy to arrive on the front line, only to find
that the Russians are already developing
countermeasures that will render it obsolete.
A typical example of this dynamic is the Tur-
kish Bayraktar drone, which played a major
role in the first few weeks of the full-scale
invasion before virtually disappearing from
the battlefield.”” In response to this dynamic
environment, the Ukrainian government has
introduced accelerated and simplified admi-
nistrative procedures to minimise the time
between the emergence of a new good idea
and its potential implementation on the front
line. Current innovation challenges include
the development of artificial intelligence
(Al)-powered autonomous drones able to
resist jamming attacks,?° drone swarms,?'
ground drones,?? anti-drone laser beams,*
battering-ram drones®* and drone intercep-
tors.?®

In this context, initiatives have already been
launched by Ukraine’s partners not only to
supply Western-manufactured drones to
the Ukrainian armed forces, with a UK and
Latvia-led drone alliance consisting of 14
states,”® but also to directly invest in the
production of drones by Ukraine’s domestic
industry.?’ Yet this approach could be further
systematised.

The new European defence industrial
strateqgy (EDIS) opens up the possibility
of extending EU support to the Ukrainian
defence industry and calls for a particular
focus on drones.?® The EDIS suggests sup-
porting the ramp-up of drone production via
EU-budget-funded Commission instruments
and drone purchasing for Ukraine via the off-
budget European Peace Facility (EPF).

A comprehensive EU drone plan for Ukraine
could be implemented as follows:

 The EU should support the ramp-up of
Ukrainian domestic drone production.?®
The rapid proliferation of Ukrainian drone
manufacturers has stimulated a wealth of
innovation, but it also means that many
of these companies rely on small-scale,
artisanal production. As a consequence,
Russia has taken the lead in the drone
battle thanks to its massive industrial pro-
duction capacity. It is therefore crucial to
help Ukrainian companies scale their pro-
duction.?® This should be a priority task
for the European Defence Industry Pro-
gramme (EDIP).

* |n addition, EU actions should encourage
cooperation and joint ventures between
Ukrainian drone manufacturers and the
EDTIB to facilitate Ukrainians’ access to
sophisticated technologies and help them
win the race for innovation against Russia.
The new EU Defence Innovation Office in
Kyiv should help the EU identify the needs
of the Ukrainian drone industry and the
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potential synergies and opportunities for
cooperation with the EU industry.*

* Because the Ukrainian government’s
financial resources are limited, the
orders it places with the drone industry
are sometimes not renewed from one
year to the next, while contracts may be
delayed.?? This problem tends to hamper
the ramp-up of production and limit com-
panies’ capacity to invest in innovation.
The EU should thus use the EPF - or a
similar off-budget instrument - not only
to support the Ukrainian armament effort,
but also to make drone procurement
from Ukrainian and EU companies more
regular and predictable, thereby giving
the industry greater medium-term visibi-
lity. If Hungary’s veto were to prohibit the
use of the EPF, a special multiannual fund
for drone procurement could be set up by
willing member states as a PESCO project.

lll . Strengthening the EDTIB

Before the full-scale invasion in 2022,
Europe was lagging behind the US in the
development of military drone technologies,
with many European armies preferring to
buy from US or Israeli companies.** Although
the Ukraine war has encouraged Europeans
to take the role of drones in modern war-
fare more seriously, investment remains too
limited, and cooperative initiatives among
EU states too rare.** An EU plan to support
drone production for Ukraine would be an
opportunity to give the sector a boost.

To begin with, the EU defence industry would
greatly benefit from being more closely
associated with the Ukrainian innovation
‘laboratory’. The benefits include direct
access to feedback from the front line, the

ability to rapidly test new equipment with
minimal red tape in Ukraine and the full inte-
gration of innovative Ukrainian technologies
into the EU defence industry supply chain.*®
Making Ukraine a hub for the European drone
industry could even facilitate cooperation
among the EU companies themselves.

Second, the massive procurement of drones
for the benefit of the Ukrainian war effort
could help solve a conundrum. The very
short innovation cycles currently observed
in the sector mean that some European
armies are reluctant to stock drones for fear
that the models they purchase today will
become obsolete in a few years or even a few
months.*¢ This reluctance could eventually
slow down the development of the EU drone
industry and add to its lag. Making drones for
Ukraine,where they areimmediately usefulin
combat, is thus an opportunity to circumvent
this problem. Procuring drones for Ukraine
today is the best way to push EU manufac-
turers to develop their know-how, acquire
machines and hire qualified personnel to
eventually become more productive and
competitive in this sector. Even if the models
produced today do quickly become obsolete,
these structural capabilities would remain
essential for producing future generations of
drones in Europe.

While the link between providing immediate
support for Ukraine and strengthening the
EDTIB also exists for other expendable equip-
ment, such as ammunition, the advantage
of the drone sector is its highly innovative
nature. For example, while the production of
155mm artillery shells in Europe is impor-
tant in terms of security of supply, it is not
based on new or sophisticated technologies.
In economic terms, traditional munitions are
thus relatively ‘commoditised’.*” In contrast,
the production of innovative drone and anti-
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Politico Europe, 26 December 2023.
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37 Jonathan Caverley and Ethan Kapstein, ‘Commoditized weapons in Ukraine: Are the Allies getting the
procurement right?’, War on the Rocks, 24 August 2023.
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drone systemsis likely to create high-quality
jobs and provide a base for new disruptive
technologies. This seems particularly true
of the development of smart drones, which
could contribute to making up for Europe’s
investment deficit in Al technologies.*®

Third, by intervening at an early stage of the
small-drone revolution, when rival national
standards have not yet crystalised, EU-
Ukrainian cooperation could encourage the
emergence of common European standards.
The aim would be not to select standar-
dised models of entire drones, which would
contravene the logic of constant innovation
and rapid adaptation, but to encourage the
emergence of standards of interoperabi-
lity and interchangeability. Not only should
drones of different models be able to coo-
perate easily - e.g. fly in swarms - but new
modules, such as an upgraded radio, camera
or warhead, should be easily attachable to an
existing drone body, thus facilitating adapta-
tion to new battlefield challenges.

Following this dynamic modular approach,
each drone could be designed less as a mono-
lithic platform and more as an integrated
system of different modules, each of which
could be reqularly updated to respond to
the latest countermeasures.*® This approach
could help overcome European armed forces’
fear of drones’ rapid obsolescence. It would
also help to keep costs down, as makers
could upgrade a drone by modifying just one
of its modules, rather than having to replace
the whole unit. In addition, interoperability
standards among companies would allow
small and medium-sized enterprises to par-
ticipate more easily in production chains or
updating procedures, thus facilitating trans-
national cooperation in Europe.*®

IV . Strengthening the European
pillar of NATO

Aplan for EU investment in drone production
and procurement should also help stren-
gthen NATO’s ability to defend its Eastern
flank against Russia. The Russian army is
increasingly integrating drones into its ope-
rations and military culture.*’ A potential
Russian attack on NATO would thus likely
make extensive use of all kinds of drones.
Learning to fight with and against the latest
generations of drones and anti-drone sys-
tems should therefore be a priority for NATO
forces. Close EU-Ukraine cooperation on
drone production could both provide the
industrial capacity for a rapid ramp-up in the
event of a direct war with Russia and help
spread the culture of modern drone-centric
warfare within NATO’s armies.

Moreover, drones could help NATO forces
respond to the problem of mass. While NATO
has adopted ambitious plans to be able to
respond with substantial forces to attempted
Russian aggression,**> doubts are emerging
about the ability of its member states to field
sufficient troops.** Interestingly, the Ukrai-
nians are currently seeking to compensate
for the Russians’ numerical superiority by
relying not only on aerial drones but also on
ground robots.** Similarly, in the event of
conflict in East Asia, the US Pentagon plans
to rely on the massive production of all-do-
main drones to be able to overcome the
Chinese People’s Liberation Army’s ‘advan-
tage in mass’, using the slogan ‘small, smart,
cheap, and many’.“* Following the same logic,
developing ‘armies of drones’ in Europe
could provide NATO with a critical mass of
forces capable of coping with the growing
Russian army.*¢
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While the joint purchase of drones through
EU funding - be it an adapted EPF or a new
PESCO project - should initially be primarily
aimed at strengthening Ukraine, it could also
help member states equip their own armies
collaboratively. Indeed, in the same way that
they facilitate production at scale and rapid
adaptation, common standards, developed
in close partnership with NATO, should be
encouraged to strengthen interoperability
among allies. Ideally, drones from different
allied countries should be able to easily share
information with each other, synchronise
their actions or incorporate interchangeable
modules.*’

Interoperable European ‘armies of drones’
would not be useful only for countering
Russia. Even in the South, European navies
are increasingly confronted with drone war-
fare, as shown by the Houthi attacks in the
Red Sea.”® In this context, one of the main
problems is that defensive weapons are
effective but much more expensive than the
offensive drones used by the Houthis. Lear-
ning to develop cost-effective drone and
anti-drone systems is therefore also crucial
in asymmetric overseas conflicts.

Additionally, an EU plan could capitalise on
another advantage of drones: their short
production cycles. Indeed, beyond the war
in Ukraine and overseas crises, a major
risk for Europe is the potential outbreak of
war in East Asia, which would force the US
to refocus most of its resources far from
Europe.”? Russia would then be tempted to
exploit this opportunity and the difficulty for
the US of engaging simultaneously on two
fronts. In response, Europeans would have to
be able to swiftly adapt NATO’s regional plans
to deter or even repel Russia with limited US
support. In such a crisis, a massive and acce-
lerated acquisition of traditional platforms,
such as combat aircraft, would probably
be difficult and costly to achieve. Drones,
on the other hand, would offer a quick and

affordable solution, as millions of units could
be rapidly produced. For example, the main
objective of the US Replicator programme is
precisely for the Pentagon and US industry
to acquire the capacity to produce massive
guantities in a very short timeframe of 18 to
24 months.*° A European drone plan could
likewise use the support for Ukraine as a dri-
ving force to give the EDTIB the production
agility to be able to respond to an abrupt US
pivot towards Asia.

. Conclusion

The combination of a Ukraine capable of
winning the drone battle against Russia, an
EDTIB capable of quickly mass-producing
innovative drones, and a readiness among
member states to deploy interoperable drone
forces on the Eastern flank would provide for
the defence of Europe a ‘rampart of drones’.

To this end, the European Commission’s
mission should be to use its industrial
instruments financed by the EU budget
- particularly the EDIP - to support the
ramp-up of Ukrainian production, encourage
industrial partnerships between Ukrainian
and EU companies and promote standardi-
sation and modularity in drone production
and upgrading. The High Representative and
the External Action Service would have the
task of setting up a multiannual off-budget
fund for the purchase of drones - within the
EPF or via a new PESCO project - to support
Ukraine’s immediate acquisition capacity
and prepare member states to jointly defend
NATO’s Eastern flank with interoperable
armies of drones.

Overall, this plan gives substance, at the
level of the defence industry and military
capabilities, to a crucial argument that the
EU has put forward at the political level
since 2022 - Europe’s security depends
on the fate of Ukraine. Indeed, if they want
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to adapt their industries and armed forces
to the drone revolution, and if they want to
develop the mass and agqility that will enable
them to confront Russia, even with declining
US support, the best option for Europeans is
to start building a ‘rampart of drones’ for and
with Ukrainians.
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